




















































































































































































































Appendix 75f

To ensure adequate protection and secrecy of cryptographic keys whether
they are master keys, key encrypting keys or data encrypting keys, no single
individual should know entirely what the keys are or have access to all the
constituents making up these keys. All keys should be created, stored,
distributed or changed under the most stringent conditions. Likewise, use of
these keys should be logged and provided with timely oversight.

4.1.6. Application Security. The BSI should ensure an appropriate level of application
security in its electronic delivery systems. In selecting system development
tools or programming languages for developing e-services application systems,
it should evaluate the security features that can be provided by different tools
or languages to ensure that effective application security can be implemented.
In selecting an e-services system developed by a third party, the BSI should
take into account the appropriateness of the application security of the
system. It should test new or enhanced applications thoroughly using a
general - accepted test methodology in a test environment prior to
implementation.

The BS! should consider the need to have customers confirm sensitive
transactions like enrolment in a new on-line service, large funds transfers,
account maintenance changes, or suspicious account activity. Positive
confirmations for sensitive on-line transactions provide the customer with the
opportunity to help catch fraudulent activity. The BSI can encourage customer
participation in fraud detection and increase customer confidence by sending
confirmations of certain high-risk activities through additional communication
channels such as the telephone, e-mail, or traditional mail.

Comprehensive and effective validation of input parameters (including user-
supplied data and database queries that may be submitted by the users’
computers) should be performed on server side. This prevents intentional
invalid input parameters from being processed by the e-services system that
may result in unauthorized access to data, execution of commands embedded
in the parameters or a buffer overflow attack®. Moreover, e-services systems
should operate with the least possible system privileges.

Error messages generated by the application system for e-services customers
should not reveal details of the system which are sensitive. Errors should be
. appropriately logged. Similarly, the HTML>® source code on the production
web server should not contain sensitive information such as any references or
comments that relate to the design features of the web application code.

The mechanism for managing an active e-services session should be secure.
Web pages containing sensitive information should not be cached in the
temporary files of browsers. The application should ideally prohibit the
customers’ browsers from memorizing or displaying the user IDs and

4 puffer overflow attack is a method of overloading a predefined amount of space in a buffer, which can
potentially overwrite and corrupt memory in data.

50 Hypertext Markup Language (HTML) is a set of codes that can be inserted into text files to indicate special
interfaces, inserted images, and links to the hypertext documents.
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passwords previously entered by customers and the web pages previously
accessed by customers.

When a known vulnerability related to the e-services application system is
identified or reported, a review of the relevant program source code should
be conducted as appropriate to ensure that the vulnerability is appropriately
addressed. A security standard may be defined for the purpose of system
development and code review. For third-party developed systems, the
patches provided by vendors from time to time should be appropriately
applied to these systems.

Hidden directories that contain administrative pages or sensitive information
of the web site should either be removed from the production web server or
protected by effective authentication and access control mechanisms. Back-up
files and common files should be removed from the production servers or the
structure of file directories to prevent access by unauthorized users. A
periodic security review of the structure of file directories and access controls
of the files is necessary to ensure that all sensitive files are appropriately
protected and not exposed through the web applications.

4.1.7. Infrastructure and Security Monitoring. The BSI should establish an
appropriate operating environment that supports and protects systems on e-
services. It should proactively monitor systems and infrastructure on an
ongoing basis to detect and record any security breaches, suspected
intrusions, or weaknesses. The BS! should ensure that adequate controls are
in place to detect and protect against unauthorized access to all critical e-
services systems, servers, databases, and applications. The attached Annex
“A” provides for the minimum security measures for e-services facilities.

The BSI should put in place effective monitoring mechanisms to detect in a
timely manner suspicious online transactions and unusual activities. A sound
monitoring system should include audit features that can assist in the
detection of fraud, money laundering, compromised passwords or other
unauthorized activities. In particular, the monitoring mechanism for personal
e-services should be able to detect cases similar to the following:

o False or erroneous application information, large check deposits on new e-
services accounts, unusual volume or size of funds transfers, multiple new
accounts with similar account information or originating from the same
internet address, and unusual account activity initiated from a foreign
internet address;

o Multiple online transfers are made to the same unregistered third-party
account within a short period of time especially if the amount transferred is
close to the maximum amount allowed or the value exceeds a certain
amount; and

o Change of a customer’s correspondence address shortly followed by
transactions which may indicate potential fraudulent activities such as
opening of an e-service account online, a request for important documents
(e.g. cheque book, new e-banking password, credit card/ATM PIN) to be
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mailed to that address, increase of fund transfer limits, or a sudden
increase of fund transfers made to unregistered third parties.

The BSI’'s monitoring staff should be promptly alerted by its monitoring
mechanism if suspicious online transfers and unusual activities are initiated. In
these cases, the BSI should, as soon as practicable, check with the account
holders of these transactions or activities. Consideration should also be given
to notifying personal customers immediately through an alternative
automated channel (such as messages sent to mobile phones or e-mail
accounts of customers) of online transfers made to unregistered third parties,
online transfers exceeding certain amount limits, or detected unusual
activities related to their accounts.

4.1.8. Controls Over Fund Transfers. The BSI that relies solely on single factor
authentication for e-services should consider restricting third-party transfer
only to accounts that have been pre-registered by the customer. As an
alternative, customers may be allowed to register third-party accounts online
but the registration should be effected only after a period when a written
confirmation is expected to have reached the customer.

To mitigate fraud risk, the BSI may establish amount limits on transactions
initiated through the e-services application, or may monitor transactions
above specified limits, depending on the type of account (e.g., consumer vs.
corporate). Such limits or similar monitoring systems may help detect unusual
account activity that may indicate fraudulent transactions or other suspicious
activity. Other safeguards to manage the risk of unauthorized third-party
transfers include the following, among others:

o Maximum daily or transaction limits should be imposed on online transfers
to unregistered third-parties;

o A second factor authentication should be employed before a customer can
effect online transfers to unregistered third-parties; and

o Two-factor authentication should be implemented for corporate or
institutional e-services that allow transfers to unregistered third-party
accounts.

4.1.9. Audit Trail. The BSI should ensure that comprehensive logs are maintained to
record all critical e-services transactions to help establish a clear audit trail and
promote employee and user accountability. Audit logs should be protected
against unauthorized manipulation and retained for a reasonable period (e.g.
three months) to facilitate any fraud investigation and any dispute resolution
if necessary. In instances where processing systems and related audit trails are
the responsibility of a third-party service provider, the BSI should ensure that
it has access to relevant audit trails maintained by the service provider in
accordance with existing standards. In particular, clear audit trails should exist
under the following types of e-services transactions:

o the opening, modification or closing of a customer’s account;
o any transaction with financial consequences;
o any authorization granted to a customer to exceed a limit; and
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o any granting, modification or revocation of systems access right
orprivileges.

4.1.10. Segregation of Duties. As in any traditional process, segregation of duties is a
basic internal control measure designed to reduce the risk of fraud in
operational processes and systems. The BSI management should ensure that
duties are adequately separated and transaction processes are designed in a
manner that no single person could initiate, approve, execute and enter
transactions into a system that would enable fraudulent actions to be
perpetrated and concealed. Segregation should also be maintained between
(a) those developing and those administering the systems; and (b) those
initiating static data (including web page content) and those responsible for
verifying its integrity. E-services systems should be tested to ensure that
segregation of duties cannot be bypassed.

4.1.11. Website Information and Maintenance. Because the BSI's website is
available on an ongoing basis to the general public, appropriate procedures
should be established to ensure accuracy and appropriateness of its
information. Key information changes and updates (such as deposit, loan and
foreign exchange rates), are normally subject to documented authorization
and dual verification. Procedures and controls to monitor and verify website
information frequently may help prevent any inadvertent or unauthorized
modifications or content that could lead to reputational damage or violations
of advertising, disclosure, or other compliance requirements.

In addition, some BSIs provide various tools and other interactive programs
to enable customers to submit online application or provide resources for
them to research available options associated with BSl’s products and
services on-line. To protect the BS! from potential liability or reputational
harm, it should test or otherwise verify the accuracy and appropriateness of
these tools and programs.

The BSI should carefully consider how links to third-party internet Web sites
are presented. “Hyperlinks®®” may imply an endorsement of third-party
products, services, or information that could lead to implicit liability for the
BSI. The BSI should provide disclaimers when such links take the customer to
a third-party web site to ensure that they clearly understand any potential
liabilities arising out of any such cross-marketing arrangements or other
agreements with third parties. Any links to sites offering non-deposit,
investment or insurance products must comply with existing regulations.
Links to other sites should be verified regularly for accuracy, functionality,
and appropriateness.

The BSI should manage the risk associated with fraudulent emails or websites
which are designed to trick its customers into revealing private details such as
account numbers or e-services passwords. To this end, the BSI should
consider educating customers the ways to ensure that they are

> Hyperlink is an item on a webpage, that, when selected, transfers the user directly to another location in a
hypertext document or to another webpage, perhaps on a different machine.
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communicating with the official website and that they will not be required to
access the BSY's transactional e-services portal through hyperlinks embedded
in e-mails unless the website is validated by legitimate digital certificate.

Additionally, the BSI should exercise care in selecting its website name(s) in
order to reduce possible confusion with those of other Internet sites. It
should periodically scan the Internet to identify sites with similar names and
investigate any that appear to be posing as the institution. Suspicious sites
should be reported to appropriate law enforcement agencies and regulatory
authorities.

4.2. Administrative and Management Controls

4.2.1. Administration of E-Services Accounts. The BSI should ensure that adequate
controls are in place to minimize the risks of e-services accounts being opened
by fraudsters without the knowledge of the real customers. 1t is
recommended that the BSI issues a written confirmation to the customer
concerned and prohibit the online transfers to unregistered third parties until
the institution is satisfied that the customer has received the confirmation. It
should also perform adequate identity checks when customer requests a
change in his account information or other contact details.

4.2.2. Service Availability and Business Continuity. The BSI should have the ability
to deliver e-services to all end-users and be able to maintain such availability
in all circumstances within a reasonable system response time in accordance
with its terms and conditions and anticipated customer expectations.
Performance criteria for each critical e-service should be established and
service levels should be monitored against these criteria. Appropriate
measures should be taken to ensure that e-services systems and the interfaces
with the internal systems can handle the projected transaction volume and
future growth in transactions.

Appropriate business continuity and contingency plans for critical e-services
processing and delivery systems should be in place and regularly tested.
Contingency plans should set out a process for restoring or replacing e-
services processing capabilities, reconstructing supporting transaction
information, and include measures to be taken to resume availability of critical
e-services systems and applications in the event of a business disruption.

4.2.3. Incident Response and Management. The BSI should put in place formal
incident response and management procedures for timely reporting and
handling of suspected or actual security breaches, fraud, or service
interruptions of their e-services during or outside office hours. A
communication strategy should be developed to adequately address the
reported concerns and an incident response team should be established to
manage and respond to the incident in accordance with existing standards
enumerated in Appendix 75b.

4.2.4. Outsourcing Management. Increased reliance upon partners and third party
service providers to perform critical e-services functions lessens BSI
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management’s direct control. Accordingly, a comprehensive process for
managing the risks associated with outsourcing and other third-party
dependencies is necessary to ensure that:

o The BSI fully understands the risks associated with entering into an
outsourcing or partnership arrangement for its e-services systems or
applications;

o An appropriate due diligence review of the competency and financial
viability of any third-party service provider or partner is conducted prior to
entering into any contract for e-services;

o The contractual accountability of all parties to the outsourcing or
partnership relationship is clearly defined. For instance, responsibilities for
providing information to and receiving information from the service
provider should be clearly defined;

o All outsourced e-services systems and operations are subject to risk
management, security and privacy policies that meet the BSI’'s own
standards;

o Periodic independent internal and/or external audits are conducted of
outsourced operations to at least the same scope required if such
operations were conducted in-house; and

o Appropriate contingency plans for outsourced e-services activities exist.

Complete guidelines for managing outsourcing relationships and third party
dependencies are enumerated in Appendix 75e.

4.3, Consumer Protection

4.3.1. Customer Privacy and Confidentiality. The BSI should take appropriate
measures to ensure adherence to customer privacy requirements applicable
to the jurisdictions to which the institution is providing electronic products
and services. Misuse or unauthorized disclosure of confidential customer data
exposes the entity to both legal and reputation risk. To meet these challenges
concerning the preservation of privacy of customer information, the BSI
should make reasonable endeavours to ensure that:

o The BSI's customer privacy policies and standards take account of and
comply with all privacy regulations and laws applicable to the jurisdictions
to which it is providing e-services;

o Customers are made aware of the BSI’s privacy policies and relevant privacy
issues concerning use of e-services;

o Customers may decline (“opt out”) from permitting the BSI to share with a
third party for cross-marketing purposes any information about the
customer’s personal needs, interests, financial position or banking activity;
and

o Customer data are not used for purposes beyond which they are specifically
allowed or for purposes beyond which customers have authorized. The
BSI’s standards for customer data use must be met when third parties have
access to customer data through outsourcing relationships.
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4.3.2. Information Disclosure for E-Services. The BSI should comply with all legal
requirements relating to e-services, including the responsibility to provide its
customers with appropriate disclosures and to protect customer data. Failure
to comply with these responsibilities could resuit in significant compliance,
legal, or reputation risk for the BSI.

The BSI should set out clearly in its terms and conditions the respective rights
and obligations between the BSI and its customers. These terms and
conditions should be fair and balanced to both parties. In addition, it is
required to provide its customers with a level of comfort regarding
information disclosures or transparencies, protection of customer data and
business availability that they can expect when using traditional banking
services. To minimize operational, legal and reputational risks associated with
e-services activities, the BSI should make adequate disclosures of information
and take appropriate measures to ensure adherence to customer privacy and
protection requirements. Annex “B” provides for the minimum disclosure
requirements of BSls.

4.3.3. Consumer Awareness. Customer education is a key defense against fraud,
identity theft and security breach. Therefore, the BSI should pay special
attention to the provision of easy to understand and prominent advice to its
customers on security precautions for e-services. To be effective, the BSI
should maintain and continuously evaluate its consumer awareness program.
Methods to evaluate a program’s effectiveness include tracking the number of
customers who report fraudulent attempts to obtain their authentication
credentials, the number of clicks on information security links on websites, the
number of inquiries, etc. Annex “C” provides for the minimum Consumer
Awareness Program that the BSI should convey to its customers.

4.3.4. Complaints Resolution. The BSI may receive customer complaint either
through an electronic medium or otherwise, concerning an unauthorized
transactions, loss or theft in the e-services account. Therefore, it should
ensure that controls are in place to review these notifications and that an
investigation is initiated as required. The BSI should also establish procedures
to resolve disputes arising from the use of the e-services.

4.4, Cross-Border E-Banking Activities

4.4.1. Before a BSI initiates cross-border e-services, its management should conduct
appropriate risk assessment and due diligence to ensure that it can adequately
manage the attendant risks. It must also comply with any applicable laws and
regulations, both the home country as well as those of any foreign country
that may assert jurisdiction over e-services that are directed at its residents.
Further, the BSI should ensure that it has an effective and ongoing risk
management program for its cross-border e-services activities;

4.4.2. Before engaging in transactions involving cross-border e-services with foreign
customers, the BSI should ensure that adequate information is disclosed on its
Web site to allow potential customers to make a determination of the BSI’s
identity, home country, and whether it has the relevant regulatory license(s)
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before it establishes the relationship. This information will help improve
transparency and minimize legal and reputational risk associated with the
offering of cross border e-services.

5. INDEPENDENT ASSESSMENT

5.1. An appropriate independent audit function is also an important component of a BSI's
monitoring mechanisms. The audit coverage should be expanded commensurate
with the increased complexity and risks inherent in e-services and should include the
entire process as applicable (i.e. network configuration and security, interfaces to
legacy systems, regulatory compliance, internal controls, support activities
performed by third-party providers etc.).

5.2. The BSI shouid also make arrangements for independent assessments to be
conducted on its systems before the launch of the relevant services or major
enhancements to existing services. The person(s) (i.e. the assessor) contracted by
the BSI to perform independent assessment should have, and be able to
demonstrate, the necessary expertise in the relevant fields. He/she should be
independent from the parties that develop or administer the system and should not
be involved in the operations to be reviewed or in selecting or implementing the
relevant control measures to be reviewed. He/she should be able to report findings
freely and directly to the authorized BSI senior management.

5.3. Subsequent to an initial independent assessment, the BSI should conduct risk
assessment at least every two years or when there are substantial changes to
determine if further independent assessment should be required and the frequency
and scope of such independent assessment. Any substantial changes to the risk
profile of the services being provided, significant modifications of the network
infrastructure and applications, material system vulnerabilities or major security
breaches are to be taken into consideration in the risk assessment.

6. APPLICABILITY

6.1. These guidelines are intended for all electronic products and services offered by BSIs
to their customers. These are focused on the risks and risk management techniques
associated with electronic delivery channels to protect customers and general public.
It should be understood, however, that not all the customer protection issues that
have arisen in connection with new technologies are specifically addressed in subject
guidelines. Additional issuances may be issued in the future to address other aspects
of consumer protection as the financial service environment through e-services
evolves.
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SECURITY CONTROLS ON SPECIFIC ELECTRONIC SERVICES AND CHANNELS

In providing banking/financial services via electronic channels, such as ATM, internet and
mobile devices, the BSI must consider customer’s convenience in using the facilities,
including the effectiveness of the display on electronic menu, particularly on customer’s
instructions selection menu in order to avoid any error and loss in transactions. In electronic
services which involve physical equipment like ATMs, the BSI must implement physical
security control on equipments and rooms from the danger of theft, sabotage and other
criminal actions by unauthorized parties. It must perform routine monitoring to ensure
security and comfort of customers using electronic service.

Automated Teller Machine (ATM)

1. To minimize/prevent ATM frauds and crimes, the BSI, at a minimum, implement the
following security measures with respect to its ATM facilities:

o
o
o

Locate ATM's in highly visible areas;

Provide sufficient lighting at and around the ATMs;

Where ATM crimes (e.g., robbery, vandalism, skimming) are high in a specific area or
location, the BSI should install surveillance camera or cameras which shall view and
record all persons entering the facility. Such recordings shall be preserved by the BSI
for at least thirty (30) days;

Implement ATM programming enhancements like masking/non-printing of card
numbers;

Educate customers by advising them regularly of risks associated with using the ATM
and how to avoid these risks; ’

Conduct and document periodic security inspection at the ATM location;

Educate BS| personnel to be responsive and sensitive to customer concerns; and

Post a clearly visible sign near the ATM facility which, at a minimum, provides the
telephone numbers of the BSI as well as other BSIs’ hotline numbers for other
cardholders who are allowed to transact business in the ATM, and police hotlines for
emergency cases.

2. The BSI must study and assess ATM crimes to determine the primary problem areas.
Procedures for reporting ATM crimes should also be established. Knowing what crimes
have occurred will aid the BS! in recognizing the particular problem and to what degree
it exists so that it can implement the necessary preventive measures. In this connection,
all BSIs are encouraged to share information involving ATM fraud cases to deter and
prevent proliferation of the crime.

Online Internet Financial Services

1. Assurance should be provided that online login access and transactions performed over
the internet are adequately protected and authenticated. In addition, customers should
be adequately educated on security measures that must be put in place to uphold their
interests in the online environment.
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2. With internet connection to internal networks, financial systems and devices may now
be potentially accessed by anyone from anywhere at any time. The BSI should
implement physical and logical access security to allow only authorized personnel to
access its systems. Appropriate processing and transmission controls should also be
implemented to protect the integrity of systems and data.

3. There should be a mechanism to authenticate official website to protect customers from
spoofed or faked websites. The BSI should determine what authentication technique to
adopt to provide protection against these attacks. For wireless applications, it should
adopt authentication protocols that are separate and distinct from those provided by
the wireless network operator.

4. Monitoring or surveillance systems should be implemented to alert BSI of any erratic
system activities, transmission errors or unusual online transactions. A follow-up process
should be established to verify that these issues or errors are adequately addressed
subsequently. High resiliency and availability of online systems and supporting systems
(such as interface systems, backend host systems and network equipment) should be
maintained to meet customers’ expectations. Measures to plan and track capacity
utilization as well as guard against online attacks should be established.

5. As more customers log into BSI’s website to access their accounts and conduct a wide
range of financial transactions for personal and business purposes, a suite of measures
must be established to protect customers’ interests in using online systems.
Furthermore, customers should be educated on the risks of using online financial
services before they subscribe to such services. Ongoing education must be available to
raise the security awareness of customers to protect their systems and online
transactions.

Mobile and Phone Financial Services

1. For electronic services using mobile phone, the BSIs must ensure the security of
transactions by implementing the followings, among others:
o Employment of a SIM Toolkit with end-to-end encryption feature from hand phones
to m-banking servers, to protect data transmission in m-banking; and
o Adoption of dual authentications process (i.e. MPIN) to ensure that the party
initiating the transaction is the owner of the device and is authorized to perform
such transaction.

2. For phone banking and other financial services, the BSI must ensure the security of

transactions, by implementing the followings, among others:

o The service shall not be used for transactions with high value or risk;

o All IVR conversations shall be recorded, including customer’s phone number,
transaction detail, etc;

o The service shall use reliable and secure authentication methods; and

o The use of customer authentication method such as PIN and password for financial
transactions.
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Other Mobile Online and Payment Services

1.

Mobile online and payment services are extensions of the online financial services which
are offered by the BSI and accessible from the internet via computers, laptops and
similar devices. Security measures which are similar to those of online financial and
payment systems should also be implemented on the mobile online services and
payment systems. A risk assessment should be conducted to identify possible fraud
scenarios and appropriate measures should be established to counteract payment card
fraud via mobile devices.

The BSI may require customers to download its mobile online services and payment
applications directly from third party repositories (e.g. Apple store, Google Play and
Windows Market Place) on to mobile devices. Customers must be able to verify the
integrity and authenticity of the application prior to its download. The BSI should also be
able to check the authenticity and integrity of the software being used by the customers.

As mobile devices are susceptible to theft and loss, there must be adequate protection
of sensitive data used for mobile online services and payments. Sensitive data should be
encrypted to ensure the confidentiality and integrity of these data in storage,
transmission and during processing.

Customers should be educated on security measures to protect their own mobile
devices from theft and loss as well as viruses and other errant software which cause
malicious damage and harmful consequences.

Point of Sale Devices

1.

Point of Sale (POS)/Electronic Data Capture (EDC) enable electronic fund transfer from
customer’s account to acquirer’s or merchant’s account for payment of a transaction.
The party providing POS terminal must always increase the physical security around the
vicinity of such POS terminal and on the POS terminal itself, among others, by using POS
terminal that minimizes the possibility of interception on such terminal or in its
communication network.

The BSI deploying POS devices at merchant locations must familiarize the merchant with
the safe operation of the device. The acquiring institution must ensure that the POS
devices as well as other devices that capture information do not expose/store
information such as the PIN number or other information classified as confidential. It
must also ensure that a customer’s PIN number cannot be printed at the point of sale for
any reason whatsoever.

Operators of point of sale devices are encouraged to work towards interoperability of
cards from other schemes.

Electronic Payment Cards (ATM, Credit and Debit Cards)

1.

Payment cards allow cardholders the flexibility to make purchases wherever they are.
Payment cards exist in many forms; with magnetic stripe cards posing the highest
security risks. Sensitive payment card data stored on magnetic stripe cards is vulnerable
to card skimming attacks. Card skimming attacks can happen at various points of the
payment card processing, including payment kiosks and POS terminals. In addition to
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counterfeit/skimmed cards, fraudulent activities associated with payment cards include
lost/stolen cards, card-not-received and card-not-present transactions.

2. The BSI providing payment card services should implement adequate safeguards to
protect sensitive payment card data. Sensitive payment card data should be encrypted
to ensure the confidentiality and integrity of these data in storage, transmission and
during processing. Pending the required adoption of EMV chip-cards by 01 January
2017, all BSls engaged in the payment card business should consider implementing the
following measures to mitigate exposure from skimming attacks:

o Installation of anti-skimming solutions on ATM and POS machines to detect the
presence of foreign devices placed over or near a card entry slot;

o Establishment of detection and alert mechanisms to appropriate personnel for
follow-up response and action;

o Implementation of tamper-resistant keypads to ensure that no one can identify
which buttons are being pressed by customers;

o Implementation of appropriate measures to prevent shoulder surfing of customers’
PINs; and

o Conduct video surveillance of activities at these machines and maintain the quality
of CCTV footage.

3. New payment cards sent to customers via courier should only be activated upon
obtaining the customer’s instruction. Online transactions should only be allowed if
authorized by the customers. Authentication of customers' sensitive static information,
such as personal identification number (PIN) or passwords, should be performed by the
card issuer and not by third party payment processing service providers. Appropriate
security. mechanisms should also be implemented for card-not-present transactions. via
internet to reduce fraud risk associated with this type of transaction.

4. To enhance payment card security, cardholders should be notified promptly via
transaction alerts on withdrawals/charges exceeding customer-defined thresholds made
on their payment cards. The transaction alert should include information such as source
and amount of the transaction to assist customers in identifying a genuine transaction.

5. Fraud detection systems with behavioral scoring and correlation capabilities should be
implemented to identify and curb fraudulent activities. Risk management parameters
should be calibrated according to risks posed by cardholders, nature of transactions or
other risk factors to enhance fraud detection capabilities. Follow-up actions for
transactions exhibiting behavior which deviates significantly from a cardholder’s usual
card usage patterns should be instituted. These transactions should be investigated into
and the cardholder’s authorization obtained prior to completing the transaction.
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DISCLOSURE REQUIREMENTS

1. General Requirement

BSIs offering electronic products and services (e-services) should adopt responsible
privacy policies and information practices. They should provide disclosures that are clear
and readily understandable, in writing, or in a form the consumers may print and keep.

BSIs should also ensure that consumers who sign-up for a new e-service are provided
with disclosures (e.g. pamphlet) informing him of his rights as a consumer.

At a minimum, the following disclosures should be provided to protect consumers and
inform them of their rights and responsibilities:

o

o

Information on the duties of the BSI and customers;
Information on who will be liable for unauthorized or fraudulent transactions;
Mode by which customers will be notified of changes in terms and conditions;

Information relating to how customers can lodge a complaint, and how a complaint
may be investigated and resolved;

Disclosures that will help consumers in their decision-making (e.g., PDIC insured,
etc.);

For internet environment, information that prompt in the BSI's website to notify
customers that they are leaving the BSI’s website and hence they are not protected
by the privacy policies and security measures of the BS| when they hyperlink to third
party’s website.

2. Disclosure Responsibility

O

Compliance officers should review BSI's disclosure statements to determine whether
they have been designed to meet the general and specific requirements set in the
regulation; '

For BSls that advertise deposit products and services on-line, they must verify that
proper advertising disclosures are made (e.g. whether the product is insured or not
by the PDIC; fees and charges associated with the product or services, etc.).
Advertisements should be monitored to determine whether they are current,
accurate, and compliant;

For BSIs that issue various products like stored value cards, e-wallets, debit cards and
credit cards, they must provide information to consumers regarding the features of
each of these products to enable consumers to meaningfully distinguish them.
Additionally, consumers would find it beneficial to receive information about the
terms and conditions associated with their usage. Example of these disclosures
include:

— PDICinsured or non-insured status of the product;
— Fees and charges associated with the purchase, use or redemption of the
product;
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— Liability for lost;

— Expiration dates, or limits on redemption; and

— Toll-free telephone number for customer service, malfunction and error
resolution.

o Whenever e-services are outsourced to third parties or service providers, the BSI
should ensure that the vendors comply with the disclosure requirements of the BSP.
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ELECTRONIC SERVICES CONSUMER AWARENESS PROGRAM

To ensure security of transactions and personal information in electronic delivery
channels, consumers should be oriented of their roles and responsibilities which, at a
minimum, include the following:

1. Internet Products and Services

a)

d)

e)

Secure Login ID and Password or PIN

(e}
o)
o

Do not disclose Login ID and Password or PIN

Do not store Login ID and Password or PIN on the computer.

Regularly change password or PIN and avoid using easy-to-guess passwords such
as names or birthdays. Password should be a combination of characters
(uppercase and lowercase) and numbers and should be at least 6 digits in length.

Keep personal information private.

@]

Do not disclose personal information such as address, mother’s maiden name,
telephone number, social security number, bank account number or e-mail
address — unless the one collecting the information is reliable and trustworthy.

Keep records of online transactions.

o

Regularly check transaction history details and statements to make sure that
there are no unauthorized transactions.

Review and reconcile monthly credit card and bank statements for any errors or
unauthorized transactions promptly and thoroughly.

Check e-mail for contacts by merchants with whom one is doing business.
Merchants may send important information about transaction histories.
Immediately notify the BSI if there are unauthorized entries or transactions in the
account.

Check for the right and secure website.

(o]

Before doing any online transactions or sending personal information, make sure
that correct website has been accessed. Beware of bogus or “look alike”
websites which are designed to deceive consumers.

Check if the website is “secure” by checking the Universal Resource Locators
(URLs) which should begin with “https” and a closed padlock icon on the status
bar in the browser is displayed. To confirm authenticity of the site, double-click
on the lock icon to display a security certificate information of the site.

Always enter the URL of the website directly into the web browser. Avoid being
re-directed to the website, or hyperlink to it from a website that may not be as
secure.

If possible, use software that encrypts or scrambles the information when
sending sensitive information or performing e-banking transactions online.

Protect personal computer from hackers, viruses and malicious programs.

o]

Install a personal firewall and a reputable anti-virus program to protect personal
computer from virus attacks or malicious programs.

Ensure that the anti-virus program is updated and runs at all times.

Always keep the operating system and the web browser updated with the latest
security patches, in order to protect against weaknesses or vulnerabilities.
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o Always check with an updated anti-virus program when downloading a program
or opening an attachment to ensure that it does not contain any virus.

o Install updated scanner softwares to detect and eliminate malicious programs
capable of capturing personal or financial information online.

o Never download any file or software from sites or sources, which are not familiar
or hyperlinks sent by strangers. Opening such files could expose the system to a
computer virus that could hijack personal information, including password or
PIN.

f) Do not leave computer unattended when logged-in.
o Log-off from the internet banking site when computer is unattended, even if it is
for a short while. _
o Always remember to log-off when e-banking transactions have been completed.
o Clear the memory cache and transaction history after logging out from the
website to remove account information. This would avoid incidents of the stored
information being retrieved by unwanted parties.

g) Check the site’s privacy policy and disclosures.

o Read and understand website disclosures specifically on refund, shipping,
account debit/credit policies and other terms and conditions.

o Before providing any personal financial information to a website, determine how
the information will be used or shared with others.

o Check the site’s statements about the security provided for the information
divuiged.

o Some websites’ disclosures are easier to find than others — look at the bottom
of the home page, on order forms or in the “About” or “FAQs” section of a site. If
the customer is not comfortable with the policy, consider doing business
elsewhere.

h) Other internet security measures:

o Do not send any personal information particularly password or PIN via ordinary
e-mail.

o Do no open other browser windows while doing online transactions.

o Avoid using shared or public personal computers in conducting financial
transactions.

o Disable the “file and printer sharing” feature on the operating system if
conducting financial transactions online.

o Contact the concerned BSI to discuss security concerns and remedies to any
online e-services account issues.

2. Other Electronic Products/Channels

a) Automated Teller Machine (ATM) and debit cards
o Use ATMs that are familiar or that are in well-lit locations where one feels
comfortable. If the machine is poorly lit or is in a hidden area, use another ATM.
o Have card ready before approaching the ATM. Avoid having to go through the
wallet or purse to find the card.
o Do not use ATMs that appear to have been tampered with or otherwise altered.
Report such condition to the BSI.
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Memorize ATM personal identification number (PIN) and never disclose it with
anyone. Do not keep those numbers or passwords in the wallet or purse. Never
write them on the cards themselves. And avoid using easily available personal
information like a birthday, nickname, mother’s maiden name or consecutive
numbers.

Be mindful of “shoulder surfers” when using ATMs. Stand close to the ATM and
shield the keypad with hand when keying in the PIN and transaction amount.

If the ATM is not working correctly, cancel the transaction and use a different
ATM. If possible, report the problem to the BSI.

Carefully secure card and cash in the wallet, handbag, or pocket before leaving
the ATM.

Do not leave the receipt behind. Compare ATM receipts to monthly statement. It
is the best way to guard against fraud and it makes record-keeping easier.

Do not let other people use your card. If card is lost or stolen, report the incident
immediately to the BSI.

b) Credit cards

O

Never disclose credit card information to anyone. The fraudulent use of credit
cards is not limited to the loss or theft of actual credit cards. A capable criminal
only needs to know the credit card number to fraudulently make numerous
charges against the account.

Endorse or sign all credit cards as soon as they are received from the BSI.

Like ATM card PINs, secure credit card PINs. Do not keep those numbers or
passwords in the wallet or purse and never write them on the cards themselves.
Photocopy both the front and back of all credit cards and keep the copies in a
safe and secure location. This will facilitate in the immediate cancellation of the
card if lost or stolen.

Carry only the minimum number of credit cards actually needed and never leave
them unattended.

Never allow credit card to use as reference (credit card number) or as an
identification card.

Never give your credit card account number over the telephone unless dealing
with a reputable company or institution.

When using credit cards, keep a constant eye on the card and the one handling
it. Be aware of the “swipe and theft” scam using card skimmers. A skimmer is a
machine that records the information from the magnetic stripe on a credit card
to be downloaded onto a personal computer later. The card can be swiped on a
skimmer by a dishonest person and that data can then be used to make duplicate
copies of the credit card.

Do not leave documents like bills, bank and credit card statements in an
unsecure place since these documents have direct access to credit card and/or
deposit account information. Consider shredding sensitive documents rather
than simply throwing them away. (Some people will go through the garbage to
find this information).

Notify the BSI in advance of a change in address.

Open billing statements promptly and reconcile card amounts each month.
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Do not let other people use your card. If card is lost or stolen, report the incident
immediately to the BSI.

c) Mobile Phones/Devices

o}
o
O

Do not disclose your Mobile Banking Pin (MPIN) to anyone.

Regularly change the MPIN.

Do not let other people use your mobile phone enrolled in a mobile banking
service. If the phone is lost or stolen, report the incident immediately to the BSI.
Be vigilant. Refrain from doing mobile banking transactions in a place where you
observe the presence of “shoulder surfers”.

Keep a copy of the transaction reference number provided by the Bank
whenever you perform a mobile banking transaction as an evidence that the
specific transaction was actually executed.

Since customers may find it difficult to take in lengthy and complex advice, BSis should
devise effective methods and channels for communicating with them on security
precautions. They may make use of multiple channels (e.g. BSI websites, alert messages
on customers mobile phone, messages printed on customer statements, promotional
leaflets, circumstances when BSI's frontline staff communicate with their customers) to
enforce these precautionary measures. '
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